
 

 

IT security extensions for PROFINET 
  

Karl-Heinz Niemann 
Faculty I – Electrical Engineering and Information Technology  

Hochschule Hannover - University of Applied Sciences and Arts  
Hannover, Germany 

Karl-Heinz.Niemann@Hs-Hannover.de 

 

Abstract—The impact of vertical and horizontal integration 
in the context of Industry 4.0 requires new concepts for the 
security of industrial Ethernet protocols. The defense in depth 
concept, basing on the combination of several measures, 
especially separation and segmentation, needs to be 
complimented by integrated protection measures for industrial 
real-time protocols. To cover this challenge, existing protocols 
need to be equipped with additional functionality to ensure the 
integrity and availability of the network communication, even in 
environments, where possible attackers can be present. In order 
to show a possible way to upgrade an existing protocol, this 
paper describes a security concept for the industrial Ethernet 
protocol PROFINET.  

PROFINET security, cyber security, IT security, protocol 
extensions 

I. CURRENT STATE OF TECHNOLOGY 

Ethernet-based communication in the production domain 
gains more and more importance. According to [1] Ethernet 
based automation networks reached in 2018 a market share of 
51% worldwide. Along with this increased use, the structure 
of automation networks changes. 

 
Fig. 1. Traditional automation system structure 

Fig. 1 shows a production cell with a traditional, 
hierarchical automation system structure with a staged 
network. The industrial Ethernet connects operator and

 engineering stations with the PLCs. A fieldbus (e. g. 
PROFIBUS) connects the Remote IOs to the PLCs. 

Fig. 2 shows the system structure of a production cell with 
a uniform communication network. A single Ethernet 
network, in this case PROFINET, interconnects all 
components of the automation system. A number of such cells 
is used for a plant. The cells have connection to a 
superordinate level, usually via router and firewall. Simple 
field devices will be connected in future directly to the 
network, for example via IEEE 802.3cg single pair Ethernet 
[2] [3]. The flat network structure yields benefit with respect 
to the vertical integration of the plant, allows direct access to 
all components of the automation system and eases the 
network management. 

 

 
Fig. 2. Flat system structure 

Besides the described advantages, the uniform structure 
implies risks with respect to IT security. This network 
architecture allows potential attackers to directly access all 
devices in the network, using the same network protocol, even 
though an additional network segmentation is used. Intruders 
that manage to bypass the firewall or insiders [4] [5] are able 
to tamper with all devices in the network and cause outages of 
the control system. This currently applies to all industrial 
Ethernet protocols, not only to PROFINET. 
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Currently PROFINET uses a defense in depth strategy as 
described in [6]. This concept relies on a separation of the 
automation system from the rest of the company’s IT 
infrastructure and a segmentation of the network inside the 
automation domain in order to restrict the data flow [7]. The 
recent IT security concept for PROFINET is described in [8]. 
In addition to the general security concept, security 
requirements for devices have been defined in [9]. These 
mainly define robustness requirements for devices in order to 
handle network overload conditions (denial of service). 
Briefly: The recent PROFINET security concept relies on the 
network separation and the robustness of the components. 

As the recent security concept does not provide any means 
of protection against cyber-attacks, the integrity, authenticity 
and availability of the automation system are at risk, in case 
intruders manage to directly access the automation network. 
In [10] a man in the middle attack against PROFINET is 
described. The source [11] shows that replay attacks against 
PROFINET are possible. The possible attack vector from the 
outside can be mitigated, by using a network segmentation in 
combination with a demilitarized zone [12] or by an intrusion 
detection system. In [13] the authors evaluate the use of such 
a system in a PROFINET environment. 

Even though the described measure improve the situation, 
industry users like the User Association of Automation 
Technology in Process Industries (NAMUR) demand an 
integrated approach, where the communication is protected by 
integrated means in the devices (security by design) and not 
by a separation of the networks only [14]. This implies 
cryptographic measures will be needed to protect the network 
communication.  

Several research projects evaluated the feasibility of 
security functions inside the PROFINET protocol. In [15] a 
security layer on top of the PROFINET application layer is 
proposed. This security layer is described as comparable to the 
PROFIsafe communication profile. The approach shall avoid 
any changes to the existing protocol stacks. The research 
project “SEC_PRO” evaluated a security layer for 
PROFINET above the data link layer [16]. The project [17] 
evaluated different MAC algorithms and their performance. In 
[18, 19] the authors evaluate PROFINET in combination with 
transport layer security. The recent publications show that 
different approaches are possible to protect the PROFINET 
communication. 

Other Organizations dealing with Industrial Ethernet 
Protocols work on comparable solutions to increase the 
security of their networks. The ODVA describes in [20] the 
needed measures to increase the security of Ethernet IP 
Networks. Also, in building automation security extensions, 
Ethernet based communication protocols, like BACNET are 
in place [21]. 

II. REQUIREMENTS FOR PROFINET SECURITY 

Even though several proposals for a security layer are 
available, PROFIBUS and PROFINET International (PI) 
decided, to set up the working group PG/WG10 Security in 

order to find a solution that meets the needs of the users and 
vendors. The following chapters describe the concept 
developed in this working group so far. 

In a first step, a STRIDE analysis according to [22] was 
performed in order to identify the recent security status of the 
PROFINET protocol through the analysis of attack scenarios. 
Base on that work, the WG defined security objectives and 
their importance for PROFINET. 

TABLE I.  GENERIC SECURITY OBJECTIVES FOR PROFINET 

Security 
objective Priority and Relevance for PROFINET 

Integrity 

High: Message packets must not be falsified as this 
could, for example, lead to the unintentional 
activation of actuators or the recording of incorrect 
measured values. 

Confidentiality 

Low: The security objective “confidentiality of IO 
data” is estimated as low, as long as no conclusions 
can be drawn from the IO data with regard to 
company secrets (e.g., recipes). 

Availability 

High: Depending on the production process, there 
are generally high to very high availability 
requirements. This is especially true for critical 
infrastructures. 

Authenticity 

High: The authenticity ensures that the data can be 
uniquely assigned to its source. The components 
must “identify” themselves for this purpose and 
have a counterfeit-proof digital identity. 

Authorization 
High: The usage control ensures that only 
authorized users can intervene in the automation 
system. 

Non-
repudiation 

Medium: Refers to installations where traceability 
of user intervention is required. For example, in 
pharmaceutical plants operated in accordance with 
FDA 21 CFR Part 11 [23] 

 

Table 1 shows that all objectives, except authenticity and 
non-repudiation are valued “high”. Section III will show that 
a scalable approach will meet these requirements. In order to 
fulfill the security objectives, a joint effort of manufacturers, 
system integrators and plant operators will be necessary. 

 
Fig. 3. Stakeholders in the security process according IEC 62443-2-2 [24] 

Fig. 3 shows the interaction of the stakeholders according 
to [24]. The functional requirements for product development 
have to be derived from [7] and [25]. The focus for this paper 
will be on the product suppliers. In order to identify the 
objectives related to the protocol, the working group decided 
to define tasks for the product suppliers and PI according to 
Fig. 4. 



 

 

 
Fig. 4. Differentiation security related tasks between product supplier and 
PI 

The rest of the paper will now focus on the protocol 
extensions shown in the right column of Fig. 4. In a next step, 
the PROFINET specific security objectives, allocated to 
operation phases, were defined according to Table II. The 
phases can be described as follows: Engineering is the phase 
where the control system is engineered. This phase is mainly 
executed on the engineering station, followed by the 
download of the data to the controllers. Startup describes the 
establishment of the communication relations. Operation is 
the phase after the establishment of the communication 
relations. During this phase, the cyclic transfer of the IO data 
takes place. Maintenance describes a phase where SW updates 
and other maintenance work is performed. These phases 
reflect the “normal” behavior of the automation components. 
The additional security features shall not change this behavior. 

TABLE II.  SPECIFIC SECURITY OBJECTIVES FOR PROFINET 

Phase Generic Objective Specific objective 

Ope-
ration 

Integrity 
User specified operation must not 
be changed 

Integrity 
Authenticity 
Authorization 

Prevent unauthorized access of 
IO supervisor or tampering with 
the data transferred by the IO 
supervisor.. 

Integrity 
Clock and IRT Clock 
synchronization 

Availability 
Availability of Application 
Relations (ARs) to be ensured 

Availability 
Redundancy function to be 
ensured 

Confidentiality 
Cyclic and acyclic IO data, 
device module identification, 
network topology (low priority) 

Availability 
Confidentiality 
Integrity 

Diagnostic data via SNMP 

Startup 

Integrity 
Ensure integrity of PROFINET 
device identity 

Integrity Configuration data 

Integrity 
IP and PROFINET network 
configuration. 

Availability 
Established communication 
relation following a power 
failure. 

Confidentiality 
Configuration data (medium 
priority). 

n.a. Authenticity 

An IO device must not be 
controlled by an IO controller, 
other than intended in the 
planning. 

 

n.a. Confidentiality 
The confidentiality of private 
keys has to be ensured when 
using cryptographic processes. 

Engineer-
ing 

Integrity 

The integrity and authenticity of 
the data in the generic station 
description file (GSD file) have to 
be ensured. 

Mainte-
nance 

Integrity 
The integrity of the firmware in 
an IO controller and IO device is 
to be ensured 

 

Besides the functional requirements described above, 
further requirements that cannot be allocated to an operating 
phase have to be observed. These are: 

 Real-time behavior must be ensured in the 
presence of security measures. 

 Security measures must be state-of-the-art and 
updateable via software update. 

 The use of security measures should follow 
economic considerations. 

 The coexistence of PROFINET components with 
and without security measures must be possible. 
Yet, attackers must not be able to force the 
system into an unsecured operation. 

 Exchange of components during runtime must be 
possible without considerable effort. 

 Existing PROFINET profiles such as PROFIsafe 
must be useable without restriction. 

 The solution should be scalable. 

 The installed base must be considered. 

III. BASIC CONCEPT 

Based on the requirements defined in section II the 
working group defined a basic security concept. 

 
Fig. 5. PROFINET example system (physical view) 

Fig. 5 shows the considered example system, used as a 
basis for the definition of the security concept. The system 
consists of IO controller, IO devices and a switch. The 
engineering station and the IO supervisor (additional tool for 
commissioning and diagnosis) either can be separate tools or 
unified in one tool. 



 

 

 
Fig. 6. Application relations in example system (logical view) 

Fig. 6 shows the application relations of the sample 
system. There are IO ARs for the communication between the 
IO controller and the IO devices, the Supervisor and implicit 
(Imp) ARs for the communication of the IO supervisor with 
the IO devices and the Engineering AR for the communication 
between the engineering station and the IO controller. The 
PROFINET security concept will consider all ARs marked 
green. The AR in grey color will be in the responsibility of the 
product suppliers. All components of the ARs (cyclic data, 
acyclic data, alarms, etc.) need to be secured by respective 
security measures. 

Table I showed that the different requirements are 
prioritized differently. In order to generate a scalable 
approach, the working group decided to specify several, 
scalable security classes shown in Table III. 

TABLE III.  PROFINET SECURITY CLASSES 

Security class 
and name Definition  

Class 1 
Robustness 

System protected according chapter II and in 
addition: SNMP default strings can be changed, 
DCP commands can be set to “read only,” GSD 
files are protected against changes by signatures. 

Class 2 
Integrity +  
Authenticity 

In addition to the requirements of security class 1, 
the integrity and authenticity of the assets and of 
the communication relations are secured by means 
of cryptographic functions. The confidentiality of 
the configuration data is ensured. The 
confidentiality of the IO data is not necessary. 

Class 3 
Confidentiality 

In addition to the requirements of security class 2, 
the confidentiality of the communication relations 
is ensured. 

The classes have the following characteristics: 

 Security class 1 provides protection according 
the measures described in chapter II plus short-
term incremental improvements. 

 Security class 2 is intended for installations that 
have a higher level of communication to areas 
outside of the installation or in which access to 
the system cannot be monitored as well. This 
class is used if the operator has higher IT security 
requirements on the communication via 
PROFINET.

 

 Security class 3 ensures integrity, authenticity 
and confidentiality of all services. It is assumed 
that security class 3 is only used in those cases, 
where information about company secrets can be 
obtained by reading cyclic IO data. Note: The 
acyclic communication services of security class 
2 offer an alternative for the transfer of 
confidential data, e.g. recipes. 

Most applications should be able to operate on the basis of 
security classes 1 and 2. Existing applications (brownfields) 
will be allocated to security class 1. For security class 2, 
upgraded components will be needed that implement the 
additional security function. Based on the requirements in 
Table II and the subsequent additional requirements, the 
following security measures were identified: 

 The authenticity of PROFINET nodes is ensured 
through a cryptographically secured digital ID, e.g. in 
the form of certificates. The concept should also 
include the secure storage of this ID. For further 
information, see [26, 27]. 

 The integrity of the communication is ensured through 
cryptographic measures, e.g., cryptographic 
checksums. This security measure must include all 
communication channels of the PROFINET node, 
consisting of IP communication, PROFINET real-time 
communication and communication for network 
management. 

 The system startup and the assignment of components 
is secured through cryptographic measures. This also 
applies for a system startup, following a connection 
interruption or a power outage. 

 PROFINET devices can report security-relevant 
events, e.g., through additional PROFINET IT security 
alarms. 

 The confidentiality of all acyclic data and of the 
configuration data is part of the concept. Additionally, 
the confidentiality of cyclic data will be available as 
optional feature in security class 3. Please note that the 
computing power for confidential communication 
(encryption) is significantly higher, compared to an 
integrity protection through a cryptographic 
checksum. A performance value comparison can be 
found in [28] and [17]. 

 Ensuring the minimum requirements to protect against 
denial of service attacks. This aspect has already been 
realized according to [29] within the scope of netload 
tests. During the course of further work, it must be 
discussed, whether a minimum requirement higher 
than netload class I is required. 

 Protection of the integrity and authenticity of general 
station description files (GSD). 

  



 

 

Further-reaching requirements, e.g. the secure processing 
of GSDs in an engineering tool, are to be implemented in a 
manufacturer-specific manner. 

It is planned to equip the devices with certificates as shown 
in Fig. 7. 

 
Fig. 7. Certificate use with manufacturer and operator certificates 

Devices can be delivered with manufacturer certificates 
(shown in red color). The certificate is securely stored in the 
device. The manufacturer certificate allows the operator to 
verify the authenticity of the device on arrival or during 
commissioning of the device as shown in Fig. 8. 

 
Fig. 8. Verification of manufacturer certificates 

This check provides protection against unauthorized 
reproduction (product piracy). As a next step, the operator 
adds an operator certificate (shown in green color in Fig. 7), 
in order to integrate the device to the public key infrastructure 
(PKI) of the operator. 

The system startup is performed in two phases as shown 
in Fig. 9. 

 
Fig. 9. Two phase system startup 

In phase 1, a private/public key process is first used for 
mutual authentication and to exchange the asymmetric keys 
between the IO controller or the IO supervisor and the IO 
device. To do this, the nodes exchange their public keys (blue 
in Fig. 9). The verification of the keys is performed via the 
certificates. A secure connection is established. After that the 
devices negotiate a symmetric key (green in Fig.7) which then 

is used for the further communication. The changeover to a 
symmetric key is useful, as the use of symmetric keys 
demands less computing power than asymmetric keys. 

A message authentication code (MAC) protects the 
PROFINET data packages. The receiver checks the integrity 
and authenticity of the message through the verification of the 
checksum. The calculation of the MACs is based on the 
previously described symmetric keys in combination with a 
sequence counter. The advantage of this process is the 
relatively simple calculation of the MAC. In [28] the 
suitability of various message authentication codes has been 
evaluated for data packets with a typical length for 
PROFINET packets. This examination showed that the 
HMAC-SHA 256 algorithm [30] is the best-performing 
solution. No final selection of MAC algorithm has been made 
yet. The hashing-algorithm will be negotiated during the 
startup process, to allow for a transition to higher-performance 
algorithms in the future. 

The working group decided to build the security concept 
for PROFINET on a number of building blocks, shown in 
Table IV. 

TABLE IV.  BUILDING BLOCK FOR SECURITY 

Category Description  

Basics Fundamental security measures. 

RTA/RTC 
Safeguarding of the cyclic layer-2 PROFINET 
communication and the acyclic layer-2-based alarm 
mechanisms. 

AR/RPC 
Non-real-time communication for establishing a 
connection from an IO controller to an IO device or 
from an IO supervisor to an IO device. 

Trust 
All functions that are necessary for identifying the 
communication partner and establishing a trust 
relationship. 

Supervisor 

Safeguarding of the connection with respect to 
configuration tools that access an IO device via a 
PROFINET read access or by reading and writing of IO 
parameters, as an IO supervisor does. 

GSD 
Protection of the device description file that is supplied 
with an IO device. 

Test 
Tests that are to be performed during the certification of 
the PROFINET devices to ensure the correct 
implementation of the security measures. 

Manufac-
turer 

Tasks of the manufacturer. These tasks are listed for the 
sake of completeness but are assigned to the 
manufacturer. 

Documenta
tion 

Provision of security-relevant information for operators. 

Based on these building blocks, a detailed list of needed 
protocol extensions was generated. See [31] for further details. 

IV. CONCLUSION AND NEXT STEPS 

The described concept addresses the requirements defined 
in section II. The intended use of vendor and operator 
certificates will allow a plant operation without permanent 
connection to the internet. Pre-studies confirmed that the 
planned use of hashing algorithms for securing the integrity of 
the real time packets will suitable to sustain the known real 
time capabilities of PROFINET in combination with securing 
mechanisms. 

  



 

 

As a next step, the impact of the requirements on the 
existing PROFINET specifications will be discussed with the 
respective PI working groups. After that, a mapping of the 
requirements listed in this document to the IEC 62443-3-3 [7] 
and 62442-4-2 [25] foundational requirements will be done. 
This measure shall verify the described concept against the 
requirements of the two standards referenced.  
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